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I.          Executive Summary  
The National Maritime Intelligence-Integrations Office (NMIO) held its annual Global Maritime Forum (GMF) for 2016, 

with support by the Applied Physics Lab (APL) at the University of Washington (UW), bringing together a diverse group 

of experts and senior practitioners.  The 2016 theme was ñChallenges and Opportunities of Current & Emergent 

Maritime Capabilities: Exploring the Intersection of Technology and Policy.ò Led by Rear Admiral (RADM) Robert 

Sharp, Director, NMIO, the forum explored opportunities and strategies for enhancing the security, safety, and protection 

of the maritime domain.  Discussion focused on the intersection of technology and policy in the context of emergent 

technologies, enhanced satellite capabilities, and enterprise systems for information sharing and safeguarding.  The result 

of the GMF was a compelling call to move forward with a strategic approach that puts mission at the center of technology 

innovation, while integrating policy and other non-technical issues throughout the design, development, and use phases.  

Six interconnected themes or ñtensionsò emerged from the GMF presentations and discussions. These are:  

 

(1) Balancing the risk of sharing information (cybersecurity) with the risk of not sharing information (operational 

effectiveness) 

(2) Reliance on formal information security mechanisms versus common use of informal trust relationships and shared 

experiences 

(3) Aligning commercial innovation interests with government and public innovation interests 

(4) Integrating bottom up (local) perspectives with top down (Federal) perspectives 

(5) Transitioning from technology-centric innovation to mission and policy-centric innovation  

(6) Balancing big data aggregate analytics with contextual, specific ground truth approaches 

 

Participant breakout groups met daily to evolve these themes into proposals for moving forward that were presented in the 

final forum session.  Twelve plans were presented (see Section IV below) and were grouped into six ñaction plans.ò  

These action plans can provide roadmaps for moving forward, providing opportunities for future projects for the Global 

Maritime Community of Interest (GMCOI). 

 

Action Plan #1: Bring together cybersecurity experts and operational mission experts to design information systems that 

support multi-agency security and safety operations, balancing the risk of sharing data and information with the risk of not 

sharing. 

 

Action Plan #2: Avoid technology outpacing policy by exploring the effect of private unmanned underwater vehicles 

(UUVs) on maritime security operations. 

 

Action Plan #3: Select a region and work with stakeholders to enhance the security of the information-sharing 

environment (ISE) through policy sensitive, mission-based technology innovation. 

 

Action Plan #4: Foster trust-based security networks and information sharing environments by capturing existing 

information sharing relationships and using them to create a user-defined, trust-based entitlement security layer that 

supports how the community of security operational professionals actually works. 

 

Action Plan #5: Leverage increased commercial satellite capabilities to help meet national security needs by defining 

policy and incentive structures that would provide benefit to commercial partners as well as government agencies, military 

commands and intelligence analysts. 

 

Action Plan #6: Develop a highly reliable crowd-sourced alert system by leveraging the potential role of local, highly 

reliable domain expert public sources. 
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II.   Introduction & Background 
Theme & Goals 

The overarching theme of the 2016 GMF was ñChallenges and Opportunities of Current and Emergent Maritime 

Capabilities:  Exploring the Intersection of Technology and Policy.ò With this theme in mind, the forum brought together 

experts and dedicated allied professionals to forge a greater understanding of how continued advancements of emergent 

technologies can best be integrated into mission accomplishment within the maritime domain. This goal was supported by 

focusing on legal, policy, and mission implications of technology innovation that both pose challenges to effective impact 

of innovation and create opportunities for enhanced collaborative partnerships. 

 

Participant Information  

Forum participants represented a wide array of backgrounds, including government (57%), industry (23%), academia 

(16%) and other (4%). Further, participation included international attendees from Canada, Czech Republic, Italy, Japan, 

Norway, and the United Kingdom (see Appendix A for a list of attendees). 

 

 
Photo 1: Global Maritime Forum Workshop 2016. 

The next section presents the central findings generated by keynote and introductory speaker presentations, panel sessions 

and discussions, and collaborative breakout working group discussions and presentations.  

  

Forum Approach 

During the two-day forum, each day began with keynote speakers and panel presentations, which were then followed by 

collaborative breakout sessions (see Appendix B for Agenda). During Day One of the forum, panel presentations 

highlighted available and emergent maritime capabilities and cyber innovations that create opportunities, but also posed 

policy and other non-technical challenges.  Day One concluded with a reception at the Burke Museum on the UW 

campus, which stimulated numerous informal discussions and participant interactions.  Day Two presentations focused on 

legal and policy implications of technology innovations for improved information sharing and safeguarding for enhanced 

maritime security and domain awareness. 

  

The collaborative breakout sessions provided a structure for analyzing and addressing the challenges identified during the 

forum, such as enhanced mission accomplishment, the future role of unmanned underwater vehicles (UUV), integrated 
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space-based capabilities, achieving cybersecurity, promoting technological innovation for maritime domain awareness 

(MDA), and improved information sharing environments (e.g., for Arctic Domain Awareness). 

 

Workshop Welcome Address 

RADM Robert Sharp, Director, NMIO, hosted the 2016 GMF with support from the UW Applied Physics Lab (APL) and 

the Center for Collaborative Systems for Security, Safety and Regional Resilience (CoSSaR). RADM Sharp opened the 

forum by detailing NMIOôs strategic objectives. He emphasized the importance of engaging academia, think tanks, 

industry, and international partners to understand the implications of emergent technology, whether innovation introduces 

new threats or offers new opportunities to improve security. Further, RADM Sharp addressed the ongoing need for 

collective and collaborative security approaches, and highlighted the fact that threats are not just ñlocal,ò but are also 

cross-regional, national, and global. RADM Sharp pointed out that the 2016 GMF is built upon strong forums in years 

past, and that this yearôs forum is composed of a passionate group of representatives from diverse fields and backgrounds 

(industry, academia, government, and international partners), forming a collective group that is optimal for addressing 

maritime domain awareness (MDA) issues.  He further echoed the importance of continually developing and maintaining 

a cohesive security-focused network, limited only by our imagination and our willingness to create connections and 

partnerships, to effectively defeat threat networks. RADM Sharp hoped that this yearôs forum would promote the optimal 

use of emergent technologies to solve common concerns and challenges. The Admiral recognized the 2016 forum as a 

platform to support the ongoing construction of such a security-focused collaborative network, and as an opportunity to 

strategize and commit to people-based partnerships for combatting threats.  

 

 

Photo 2: RADM  Robert Sharp. 

The remainder of this report details the central findings that emerged during the keynote and panel 

presentations/discussions; the proposals for addressing critical and emergent maritime security issues identified as most 

compelling by the collaborative breakout session working groups; and plans for a path forward in response to RADM 

Sharpôs charge to forum participants. 
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III.         Central Findings 
Given this yearôs GMF theme of integrating technology and policy innovation, it is not surprising that central findings 

emerged that involved competing perspectives and tensions in addressing critical and evolving security issues.  In his 

keynote address, Professor Lewis Shepherd of George Mason University discussed the early and ongoing role of high-

tech industry and academia in the evolving effort, led and funded by the Federal government, to employ innovative 

research and development to enhance national security.  Professor Shepherd identified a number of benefits and tensions 

that stemmed from this partnership, and he highlighted the role of technology policy in this evolution. 

 

As GMF presentations and discussions progressed over two days, there was general agreement that appropriately 

balancing competing perspectives and tensions would have a major positive effect on the design, development, and 

implementation of current and future capabilities for enhancing maritime security and domain awareness. The tensions 

highlighted included:  

 

(1) Balancing the risk of sharing information (cybersecurity) versus the risk of not sharing information (operational 

effectiveness);  

(2) Reliance on formal information security mechanisms versus the common use of informal trust relationships and 

experiences;  

(3) Aligning commercial innovation interests with government and public innovation interests;  

(4) Integrating bottom up (local) perspectives with top down (Federal) perspectives;  

(5) Transitioning from technology-centric innovation towards mission- and policy-centric innovation; and 

(6) Balancing big data aggregate analytics with contextual, specific ground truth approaches.  

 

These tensions, and GMF activities that explored them, are described below. 
 

(1) Balancing the risk of sharing information (cybersecurity) versus the risk of not sharing information 

(operational effectiveness) 

An inherent tension exists between the dual goals of sharing critical information and simultaneously safeguarding it. 

While increased transparency and coordination that result from information sharing provides critical mission benefits, 

cybersecurity concerns are often seen as outweighing these benefits. One of the tensions discussed throughout the two 

days of the GMF was balancing between sharing information with those who have a need to know, while safeguarding it 

from those who could use it with the intent to do harm.  

 

Presentations and discussion on regional and national security and safety operations, led by field professionals from 

operational agencies such as the Royal Canadian Mounted Police (RCMP), United States Coast Guard (USCG), and 

United States Custom and Border Protection (CBP), emphasized the need to enhance the sharing of data and information 

with the right people in a timely manner to support collaboration during complex field missions. During Panel Session IV, 

for example, Mr. Shawn McDonald, Program Manager, Borders & Maritime Security Division, Department of 

Homeland Security (DHS) Science & Technology (S&T), spoke of (DHS) efforts to enable decision makers by providing 

them with the mechanisms to share information ñat the speed of thought.ò He introduced the Border & Coastal 

Information System (BACIS) platform that provides wide access to existing Federal, state, local, tribal, international, 

public, and private (FSLTIPP) data sources and allows decision makers to translate the data into actionable intelligence. 

The maritime component of BACIS is the Coastal Surveillance System (CSS). CSS resides on the Integrated Maritime 

Domain Enterprise (IMDE) architecture that enables unclassified multi-agency information sharing.  CSS is a user-

defined operational workspace with six operational capabilities (see Figure 1). DHS S&T is currently piloting IMDE/CSS 

with operators in the Puget Sound, as well as at CBPôs Air & Marine Operation Center (AMOC) in Riverside, California. 
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Figure 1: Six Desired Operational Capabilities of IMDE/CSS. 

 

Mr. McDonald also highlighted the sharing/safeguarding tension that exists due to the current DHS policy requirement of 

a Federal background investigation (BI), even though local agencies have their own background checks and IMDE/CSS is 

intended to carry unclassified information. He acknowledged that if organizations have to pay for an additional Federal 

BI, at a cost of $1,500 per individual, then participation in IMDE/CSS would be significantly reduced.  

 

Mr. McDonald also introduced several alternatives to BI, but all had disadvantages. For example, initializing DHS policy 

change to provide a path to equivalency for state/local BIs would be very helpful; however, the process to determine 

equivalency for each state/local entity would be time consuming. The time required to change the policy is unknown, and 

the staffing and justification required would be extensive. S&T proposes using the DHS Homeland Security Information 

Network (HSIN) to provide user identification and attribute management services. An HSIN community of interest (COI) 

manager is responsible for vetting the user, ensuring that the user has a demonstrated need, and has the correct attributes 

assigned for specific COI. This process, together with additional HSIN attributes (e.g., role, sub role, employment 

organization, assignment organization, protected critical infrastructure information, etc.), will be used to implement the 

information sharing policies throughout the enterprise and allow users to access specific datasets as defined by the data 

source owner. However, before the technological aspects of this requirement can be addressed, a policy that defines a 

common or standard set of attributes must be established that determines user roles and access to data across the 

FSLTIPP. Mr. McDonald concluded by reminding the audience that policy, not technology, is the major challenge that 

must be addressed, and that as the technology matures, so too should our policies. 
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Photo 3: From left to Right - Ms. Braxton, Mr. McDonald and Mr. Wheeler. 

Also speaking during Panel Session IV, Mr. Sean Wheeler, Operations Coordinator, Marine Security Operations, 

Center, Royal Canadian Mounted Police (RCMP), provided an example of international information sharing of radar data 

between the United States and Canada. The Canadian province of British Columbia shares over 1,300 miles of 

international land and maritime border with the States of Washington, Montana, Idaho, and Alaska. To identify, locate, 

and track maritime threats common to the interests of Canada and the U.S., the RCMP purchased a commercial 

technology that provides a sensor infrastructure, allowing the Canadians to see small dark vessels in those shared waters. 

Mr. Wheeler described how the system synthesizes various raw radar tracks and adds map layers that include speed and 

direction to give a complete overview of the area of interest (AOI). The RCMP shares the synthesized radar data with the 

CBP and Coast Guard. A new project funded by NMIO is underway to install additional radar feeds, as well as more 

servers and workstations on the U.S. side to facilitate international information sharing and coordination. Mr. Wheeler 

discussed how the sharing of this new technology gives rise to the need for new policy, including a Memorandum of 

Understanding (MOU) that allows law enforcement agencies to share the location of small dark vessels along the joint 

international AOI. 

 

During his welcome address, Captain (CAPT) Joe Raymond, U.S. Sector Commander, Coast Guard Sector Puget Sound, 

emphasized the importance of policy and relationships in tackling maritime security challenges, and referred to joint 

activities at the U.S. and Canadian border as an example.  CAPT Raymond pointed to the Shiprider program as an 

example of international partners with trusted relationships sharing resources to secure borders from threats to national 

security. The Shiprider initiative involves vessels, jointly crewed by specially trained and designated U.S and Canadian 

law enforcement officers that are able to enforce laws on both sides of the international boundary line of U.S. and 

Canadian shared waterways. 
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Photo 4: Mr. Johnson and CAPT M. W. (Joe) Raymond. Photo 5: CAPT Raymond. 

CAPT Raymond cited several other non-technical examples of information sharing, such as the Puget Sound Area 

Maritime Security Committee (AMSC) that brings government, tribes, academia, and industry together and provides them 

with a collaborative environment necessary to build these relationships. He ended by emphasizing it is the relationships 

that develop between people over time that is the necessary ingredient for successful information sharing, not technology 

alone.   

 

Mr. Nicholas Andersen, Chief Information Officer, U.S. Naval Intelligence Activity (NIA), also referred to these themes 

of sharing and safeguarding information in his introductory presentation on Day Two of the workshop.  Mr. Andersen 

focused on the legal and policy implications of technology innovations to improve sharing and safeguarding of 

information for enhanced maritime domain awareness. He spoke of the need to strike a balance between sharing 

information with those who have a need to know while safeguarding it from those who would use it with the intent to do 

harm. Mr. Andersen stressed that information must be shared in a meaningful way if we are to keep our country safe. 

However, due to the stringent controls placed on information, sharing cannot be carried out as it is in a commercial 

environment, and he encouraged that we design our policies to allow the flexibility needed to achieve our information-

sharing goal. 

  

Mr. Andersen had several suggestions for creating the balance between sharing and safeguarding, which he described as 

more of a cultural challenge than a technological challenge. First, he suggested that at the Federal level, we must move 

away from closed, proprietary systems for sharing information and that we should not allow industry to develop 

proprietary systems for Federal agencies. Instead we must develop and encourage the development of open systems that 

take advantage of open architecture standards. Second, he proposed that in order to encourage information exchange, we 

must find ways and means to reward participation in such sharing. Finally, he said we must find alternatives to 

quantitative measures of operational success, as this drives people to keep information close, rather than sharing it. 

  

Mr. Andersen also addressed issues of securing our information technology (IT) systems. He introduced a concept called 

ñdefense in depth.ò This is an information assurance (IA) concept in which multiple layers of security controls are placed 

throughout an IT system. These multiple layers provide redundancy in the event that a particular security control fails or 

its vulnerability is exploited. Defense in depth is divided into three areas: physical, technical, and administrative. Physical 

controls are anything that physically limits or prevents access to IT systems, such as placing hardware behind locked or 

guarded doors. Technical controls are hardware (e.g., fingerprint readers) or software (e.g., encryption) that protects 
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systems and resources. Administrative controls consist of policies and procedures, and include things such as data 

handling procedures and data security requirements. 

 

 

Photo 6: From left to right - Dr. Shapiro, Dr. Koscher, Mr. Greenstein and Mr. Aucsmith.  

Panel Session III focused on the other side of the sharing-safeguarding equation -- cybersecurity.  Chaired by Dr. Paul 

Shapiro, Professor, National Defense University, the panel emphasized the need to design systems for the protection of 

potentially sensitive information, and discussed the challenges to doing this efficiently. Dr. Shapiro spoke of the strategic 

assessment of cyberspace as involving the three Ps: 1) Possible - from a technological perspective, anything is possible 

and we are only constrained by the laws of physics; 2) Permissible - what are the constraints we face? (e.g., national or 

international law); and 3) Preferred - what do we want to achieve? Dr. Shapiro then introduced the three speakers from 

Panel Session III who shared their insights into what was required to ensure a safe and trustworthy cyberspace. 

 

Dr. Karl Koscher, Research Scientist, UW, shared eye-opening research on controlling an automobile, not by gaining 

physical access, but by gaining entry via wireless interfaces such as Bluetooth, the CD Player, and OnStar. Using these 

means, researchers were able to exploit vulnerabilities in the vehicleôs computer system allowing them to gain control. 

This demonstration of how easily one could create a cyber weapon from an everyday item without any physical access has 

drawn the attention of government regulators and Congress. Dr. Koscher pointed out that this was another example of 

technology innovation outrunning policy and security issues, and that there are currently four bills in Congress to address 

the automotive threat and patching of vulnerabilities of the Internet of Things (IoT). 
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Photo 7: Mr. Matijevich .      Photo 8: Dr. Koscher. 

Mr. David Aucsmith, Chief Scientist, root9B and Senior Research Scientist, University of Washington, APL, spoke about 

using physical security technologies to secure artifacts. For example, traffic lights have a malfunction management unit 

(MMU) that sits between the controller and the lights so as not to allow an unsafe configuration. The MMU is a hardware-

level safety mechanism with valid configurations stored on a circuit board rather than in software. If an unsafe 

configuration (e.g., conflicting green lights) is detected, the MMU overrides the controller and forces the lights into a 

known-safe configuration. Similar physical security approaches can be used to protect the data on UUVs; if an 

unauthorized party lifted a UUV from the water, the data could either be immediately erased or require the input of a 

security code to prevent that data from being accessed without authorization. Mr. Aucsmith emphasized the need to take a 

different approach to cybersecurity by leveraging the physicality of the artifact in order to protect it. 

 

Mr. Egan Greenstein, Senior Director, Autonomous Maritime Systems, The Boeing Company, described how Boeing 

leverages their unique aircraft building capabilities with UUV technologies to gather and share information. He spoke of 

the Wave Glider, a persistent mobile data-gathering platform that can be used to gather and share a wide variety of 

maritime-related data.  By equipping Wave Gliders with on board sensors, they are able to gather information, as well as 

detect vessels entering or operating in an AOI.  The Wave Glider could thus support immediate alerts of illegal activities 

to enforcement agencies.   

 

Overall, GMF speakers and audience members identified the critical tension between information sharing and 

safeguarding, and agreed that finding a balance between these two activities was a central challenge facing the GMCOI. 

Members of the maritime community from both cybersecurity and operations backgrounds must work together to resolve 

this tension to ensure a secure yet operationally effective environment.  

 

The next section presents a second related finding from the two-day forum -- the tension in the maritime domain between 

formal information security mechanisms and information sharing based on informal trust and experience-based 

relationships. 
 




